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Summary :

This CRM inspection was the first inspection conducted since the regulations were implemented in 2011. The inspection included a review of Puget
Sound Energy’s (PSE) CRM procedure, records, interview with operator’s personnel, and a tour the the control room. The operator currently has 5
full-time qualified controllers with 12-hour shift. There are 2 part-time qualified controllers on an as needed basis. The shift change occurs at 6 AM
and 6 PM daily. The control room has one active console with a second one as a back-up. The primary control room is located in Redmond, WA. The
back-up control room is located at the PSE’s headquarters in Bellevue, WA. The operating area is divided into 2 (north and south) with middle King
County as the boundary for the 2 areas. After additional controllers are hired and qualified, both consoles will be monitored simultaneously with
one for the north and the other one for the south.

Findings :

There were 4 unsatisfactory answers to the protocols and they were B1-4, B4-4, B4-5 and D4-9. The deficiency in PSE’s CRM procedure was
attributed to inadequate coverage in the procedure to ensure continuous and uninterrupted monitoring of the console and SCADA communication.
PSE has revised their procedure 7700.2000 sections 5.2 and 5.3 to correct the deficiency. PSE has also committed to hire additional controllers to
comply with this requirement.

This form is intended to be used for one control room. If an operator has more than one control room, then separate forms are necessary. If an
operator has a remote location (field office or station) that regularly takes control at nights and/or weekends, that location may be considered

an extension of the subject control room, thereby not needing a separate control room inspection.

The compliance questions are numbered to correspond to the like-numbered paragraphs in the text of the CRM rule. For example, question B4-
1 corresponds to rule paragraph (b)(4). Some rule paragraphs may have more than one associated compliance question, designated by a
numerical suffix (e.g., D4-1, D4-2, D4-3 and D4-4 all pertain to rule paragraph (d)(4)).
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Inspection questions represent PHMSA’s expectations for meeting the minimum performance standard for the compliance question. However,
an operator may be able to justify alternative approaches that differ from the approach described in the question.

Some questions are not listed in the order in which the related requirement appears in the rule. For example, C5 appears immediately after B4.

This approach facilitates the efficiency of the inspection by grouping related questions together, while still retaining an easy cross correlation to

the applicable rule paragraph.

195.446(a) General. This section applies to each operator of a pipeline
facility with a controller working in a control room that monitors and
controls all or part of a pipeline facility through a SCADA system. ...

192.631(a)(1) This section applies to each operator of a pipeline
facility with a controller working in a control room who monitors and
controls all or part of a pipeline facility through a SCADA system. Each

operator must have and follow written control room management
procedures that implement the requirements of this section, except
that for each control room where an operator's activities are limited
to either or both of:

(i) Distribution with less than 250,000 services, or

(ii) Transmission without a compressor station, the operator must
have and follow written procedures that implement only paragraphs
(d) (regarding fatigue), (i) (regarding compliance validation), and (j)
(regarding compliance and deviations) of this section.

AO:

INSTRUCTIONS

Please complete item A0, using the following instructions.

1)

Does the operator have a SCADA system applied to regulated pipeline facilities? (YES/NO): As defined in 192.3 and 195.2, Supervisory Control
and Data Acquisition (SCADA) system means a computer-based system or systems used by a controller in a control room that collects and
displays information about a pipeline facility and may have the ability to send commands back to the pipeline facility. See FAQs A.04 through
A.21.

Does the operator have controllers (individuals using computer-type displays and keyboard/mouse, etc.) using a SCADA system with assigned

operational authority and responsibility to monitor and control regulated pipeline facilities? Note: Controllers performing these functions

must be qualified under the applicable OQ regulations. See section H, Training, below. Status of qualification does not affect rule
applicability. If controllers use a SCADA system for monitoring, but use verbal or manual means to call-out personnel to perform control
actions, they are considered to be controllers that use a SCADA system to monitor and control the pipeline. Persons at local facilities that

meet the definition of controller are also covered under the CRM rule. See FAQs A.04 through A.21, and A.23.

[Gas only] Does either or both of the exceptions listed in 192.631(a)(1) apply?: Exceptions must apply to the entire control room. If any

console/desk operates pipeline segments for which the exceptions do not apply, then the entire control room must meet all provisions of the

CRM rule, even if certain consoles/desks control pipeline segments that meet the exception description. Per 74 FR 63318 “It should be noted,

however, that this limited exclusion applies only if the operations from a gas operator’s control room are limited to such smaller operations.

The full requirements of the rule apply to operators of such pipelines if the operator also operates other pipelines outside of this limited

exclusion from the same control room. For example, there may be large gas transmission operators who also operate small distribution

pipelines or large LDCs that also have or operate transmission without SCADA-enabled compressors. In such cases, all the provisions of this

rule apply to all of the operator’s pipeline operations in a common control room.” See FAQs A.11, A.18, A.19, A.22, and A.24.

Does the CRM rule apply to this operator?: Based on items 1 through 3, indicate if the CRM rule applies to this control room. If the exceptions

apply, then only sections A, D, | and J of the CRM rule apply to the control room.

Name/Location of this Primary Control Room: List the name and location (by zip code) of the control room being inspected. For security

concerns, do not record the specific address of the control room in this form. Some control rooms are operated by third party contractors,

one of the partners of a partnership or joint ownership arrangement, or other business relationship. Indicate the name of the company that
operates the control room and the relationship with the pipeline owner(s).

System(s) controlled (by OpID): Please provide the following information for each OpID and pipeline system controlled from this control

room.

a) Listthe OplID. List only one OplD per line. Use continuation page(s) if necessary.

b) List the pipeline system name and short description associated with the OplD.

c) Please check the type(s) of systems applicable to each OpID/System. Check all that apply.

d) For gathering and transmission systems, provide the total mileage for each type of system. For distribution systems, provide the total
number of services for each type of system. The sum of the mileage or services breakdown should equal the total mileage or services
reported on the annual report. Also, for storage facilities regulated under Parts 192 and 195, indicate the total number (count) of such
facilities. For Part 192 storage facilities, count each gas storage field and distribution propane tank. For Part 195 storage facilities, count
each regulated atmospheric tank, pressurized tank and storage cavern.

e) Some OplDs/Systems might not be controlled in their entirety from this control room. For example, some delivery laterals may be
operated from another control room, or manually as needed. Under item 6e, “Total for this control room”, report the services or mileage
or facilities (whichever applies) that are controlled from this control room being inspected.

f)  If the system(s) or segment(s) belonging to each OplD are partially controlled by another control room (not a backup for this control
room), please indicate this and identify the other control room (do not count backup control rooms).
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Other control rooms (YES/NO): Indicate if the CRM program that applies to the control room being inspected is applicable to other control
rooms.

Other control rooms (LIST): Provide a list of any other facilities the operator has that might qualify as a control room as defined in the CRM
rule. Please list all candidate facilities, even if you are unsure if the facility is a control room. If there are none, enter “No”.

Hours in operation per day (NUM): Indicate how many hours per day this control room is operated.

Days in operation per week (NUM): Indicate how many days per week this control room is operated.

Total no. of Consoles at Primary Control Room (NUM): Indicate the total number of consoles at the control room being inspected. Please
count any spare consoles or consoles that are not used as a primary control seat (such as a training simulator console).

Scheduled shift length (NUM): Indicate the scheduled shift length in hours (without hand-over or overlap); usually 8, 10 or 12 hours.

Total number of shift crews (i.e., “teams”) (NUM): Indicate the total number of crews that are employed; usually 4 or 5 for a 24/7 operation.
A crew might be only one person for a single-desk operation. The number of crews does not include back-up controllers, such as qualified
supervisors, who are not in the daily shift rotation. (While these individuals can still be used in the ultimate employment ratio/staffing level
calculation, they are considered more as a last resort option and/or if everyone else in the normal rotation is too fatigued or otherwise
unavailable to fill a slot).

Shift Rotation: One full cycle of the shiftwork plan in terms of day/morning (D); night/mid (N); swing/afternoon/evening (S); days off (0); and
days on relief/on call (R) shifts: For example, for a 12-hour, 4-crew “DuPont” plan, it might be: DDDONNN OOODDDD 0000000 NNNNOOO
For a 12-hour, 5-crew “DuPont” plan, it might be: DDDONNN OOO RRRRROO DDDD OO0O0O000 NNNNOOO

For the 8-hour, 4-crew “Continental” plan, it would be: DDSSNNN OODDSSS NNOO DDD SSNNOOO

If all crews are not on the same schedule, enter a second or third shiftwork plan on lines 14b/c. If all crews are on the same schedule, leave
lines 14b and 14c blank.

F/T Qualified Controllers, incl. remotes (NUM): Please indicate the total number of full time OQ qualified controllers employed.

P/T Qualified Controllers, incl. remotes (NUM): Please indicate the total number of part time OQ qualified controllers employed. (Do not
include supervisors.)

Supervisors, fully qualified as Controllers, incl. remotes (NUM): Please identify the number of supervisors/managers that are fully 0OQ qualified
controllers and whose training is current.

Supervisors, gualified only for Emergency/AQC, incl. remotes (NUM): Some operators have supervisors that are partially qualified for some
limited control activities, such as emergency shutdown or other basic tasks, and whose training is current. Please identify the number of
supervisors/managers that are partially qualified controllers.

Administrative Supervisors, incl. remotes (NUM): Please identify the number of supervisors that are not qualified as a controller.

Input Points: Total & Safety-related (NUM)/(NUM): Please identify the total number of SCADA monitoring and control inputs. Include
software calculated points (these are sometimes referred to as “synthetic points” or “soft points”).

Output Control Points: Total & Safety-related (NUM)/(NUM): Please identify the total number of SCADA control outputs. Of the total, indicate
how many are considered to be safety-related points.

Separate Development SCADA system (YES/NO): Indicate if the control room has a development SCADA system not used for pipeline control.
(Re: ADB-03-09 at 68 FR 74289)

Redundancy for Primary SCADA server: Please indicate if the control room has a local redundant SCADA server. This is not a backup control
room facility, which is addressed in item 24. If so, indicate if the redundant server is located locally with the primary server or in a remote
location. If the remote location is also the backup control room, so designate.

Off-site Backup Control Room: Please list the offsite backup control room/s, if any. Indicate the level of functionality (compared to the
primary control room). Some operators contract with third party providers for backup capabilities, sharing backup facilities. Please indicate if
the backup is a shared facility or is dedicated solely to the primary control room being inspected.
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AO: See previous page for instructions. Use additional pages as necessary for more OplDs.

1. Does the operator have a SCADA system applied to regulated pipeline facilities? (YES/NO)

Yes

2. Does the operator have controllers assigned to monitor and control regulated pipeline facilities? (YES/NO)

Yes

3. [Gas only] Does either or both of the exceptions
listed in 192.631(a)(1) apply?

Distr. < 250,000 services

Transmission lines without SCADA-enabled
compression, or no Transmission lines

N/AN

4. Does the CRM rule apply to this operator? | Y | Full Program

| Y | Fatigue & Deviations (Sections A, D, I, and J)

No

5. Name/Location of this Primary Control Room | Eastside System Operations 13635 NE 8o Street, Redmond, WA

City, State, Zip | Redmond, WA 98052

Self/ Joint-Venture /Contractor/other (specify)

Self

6. Pipeline System(s) controlled from this control room (by OpID and System Name) — Use continuation page if needed.

# of:
Services or Mileage or Facilities

6f. Is there another control
room(s) for this OpID? (Do not

6a. OpID 6b. Pipeline System Name and Description 6c. Type of system (check all that apply to this OpID) o oo | coumt local redundant or backup
enltire OpID c.ontrol room control rooms.)
Puget Sound Energy Gas Distribution Systems Local Gas Distr. ------------ No. of Services: X X No
Gas Transmission ------------------ Mileage: 8.37 8.37
Gas Gathering --------------------—- Mileage: N/A N/A
22189 Haz. Liquid Trans. --- -- Mileage: N/A N/A
Haz. Liquid Gather, --------------—- Mileage: N/A N/A
Propane Distr. ------------- Count of Tanks: X 0
192 Storage Facilities-Count of Facilities: N/A N/A
List only one
OpID per block 195 Storage Facilities-Count of Facilities: N/A N/A
# of: 6f. Is there another control
6a. OpID 6b. Pipeline System Name and Description 6c. Type of system (check all that apply to this OpID) GS::::I :rM“eZe:;T;::tl:s c;c;m;)c:f:et:l'fngg::lﬁz:ﬁ:p
en.tire OpID c.ontrol room control rooms.)
Local Gas Distr. ----------—- No. of Services:
Gas Transmission ------------------ Mileage:
Gas Gathering -- - Mileage:
Haz. Liquid Trans. ---------------——- Mileage:
Haz. Liquid Gather. ---------------- Mileage:
Propane Distr. Count of Tanks:
192 Storage Facilities-Count of Facilities:
List only one

OplD per block

Use continuation sheet if needed.

195 Storage Facilities-Count of Facilities:

7. Does operator’s CRM program apply to more than this control room & associated backup? (YES/NO) No

8. Does the operator have other facilities that might constitute control No
rooms under the meaning of the CRM rule?
9. Hours in operation per day (NUM) 24/7
10. Days in operation per week (NUM) 7
11. Total no. of Consoles at Primary Control Room (NUM) 1

12. Scheduled shift length (w/o hand-over or overlap) in hours (NUM) 12

13. Total Number of shift crews (i.e., “teams”) (NUM) 5

14. Shift Rotation, i.e., shift plan(s) — (DNSOR notation) 14a. | 5-week rotation
. . . . 14b.

[If two or more shift plans are used in this control room, list each one.] 140

15. F/T Qualified Controllers, incl. remotes (NUM) 5 plus 2 part timer

16. P/T Qualified Controllers, incl. remotes (NUM) 2

17. Supervisors, fully qualified as Controllers, incl. remotes (NUM)

No (under training)

18. Supervisors, qualified only for Emergency/AOC, incl.

remotes (NUM) [No

19. Administrative Supervisors, incl. remotes (NUM)

Yes (Kurt Hoppen)

20. Input Points: Total & Safety-related (NUM) / (NUM) 3259/761 S-R:
21. Output Control Points: Total & Safety-related (NUM) / (NUM) 54/0 S-R:
22. Separate Development SCADA system (YES/NO) Yes
23. Redund for Pri 2 Total Capability 1 Physically located with primary SCADA server
: S(e;Ale_l)r; sa::vyeror rmary: g Partial Capability 1 Located remote from primary SCADA server
1 Remote Location is the Backup Control Room
(Check all that apply) None
0 Redundant SCADA server also serves as Backup Control Room SCADA server
24. Off-site Backup Control X Total Capability Number of Consoles Zip Code Self / Joint-Venture / Used by other OplDs, not shown above
Room (Check all that Partial Capability X Same as Primary Contractor / Other [list other OplDs]
- 98004 Self No
apply) None Fewer than Primary
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# of:
Services or Mileage or Facilities

6f. Is there another control
room(s) for this OpID? (Do not

6a. OpID 6b. Pipeline System Name and Description 6c. Type of system (check all that apply to this OplD) - count local redundant or backup
6d. Total for 6e. Total for this
X control rooms.)
entire OpID control room
Local Gas Distr. ------------ No. of Services:
Gas Transmission ------------------ Mileage:
Gas Gathering -----------—---——--——- Mileage:
Haz. Liquid Trans. ------------------ Mileage:
Haz. Liquid Gather. ---------------- Mileage:
Propane Distr. ------------- Count of Tanks:
List only one 192 Storage Facilities-Count of Facilities:
OpID per block
195 Storage Facilities-Count of Facilities:
# of:

Services or Mileage or Facilities

6f. Is there another control
room(s) for this OpID? (Do not

6a. OpID 6b. Pipeline System Name and Description 6c. Type of system (check all that apply to this OpID) — count local redundant or backup
6d. Total for 6e. Total for this
X control rooms.)
entire OpID control room
Local Gas Distr. ------------ No. of Services:
Gas Transmission ----------------—- Mileage:
Gas Gathering -----------—---——--——- Mileage:
Haz. Liquid Trans. ------------------ Mileage:
Haz. Liquid Gather. -------------—-—- Mileage:
Propane Distr, ------------- Count of Tanks:
List only one 192 Storage Facilities-Count of Facilities:
OplD per block X .
195 Storage Facilities-Count of Facilities:
# of:

Services or Mileage or Facilities

6f. Is there another control
room(s) for this OpID? (Do not

6a. OpID 6b. Pipeline System Name and Description 6c. Type of system (check all that apply to this OpID) —! count local redundant or backup
6d. Total for 6e. Total for this
X control rooms.)
entire OpID control room
Local Gas Distr. ---------—- No. of Services:
Gas Transmission ------------------ Mileage:
Gas Gathering ----------------—----- Mileage:
Haz. Liquid Trans. ---------------——- Mileage:
Haz. Liquid Gather. -------------—-—- Mileage:
Propane Distr. ------------- Count of Tanks:
List only one 192 Storage Facilities-Count of Facilities:
OplD per block — —
195 Storage Facilities-Count of Facilities:
# of:

Services or Mileage or Facilities

6f. Is there another control
room(s) for this OpID? (Do not

6a. OpID 6b. Pipeline System Name and Description 6c. Type of system (check all that apply to this OpID) — count local redundant or backup
Ed.TotaIfor 6e. Total for this control rooms.)
entire OpID control room
Local Gas Distr. ------------ No. of Services:
Gas Transmission --------------——-—-- Mileage:
Gas Gathering ----------------—----- Mileage:
Haz. Liquid Trans. --- --- Mileage:
Haz. Liquid Gather. ---- --- Mileage:
Propane Distr. ------------- Count of Tanks:
List only one 192 Storage Facilities-Count of Facilities:
OplD per block — —
195 Storage Facilities-Count of Facilities:
# of:

Services or Mileage or Facilities

6f. Is there another control
room(s) for this OpID? (Do not

6a. OpID 6b. Pipeline System Name and Description 6c. Type of system (check all that apply to this OpID) count local redundant or backup
6d. Total for 6e. Total for this control rooms.)
entire OpID control room ’
Local Gas Distr. ------------ No. of Services:
Gas Transmission ------------------ Mileage:
Gas Gathering ----------------—----- Mileage:
Haz. Liquid Trans. ------------------ Mileage:
Haz. Liquid Gather. ---------------- Mileage:
Propane Distr. ------------- Count of Tanks:
List only one 192 Storage Facilities-Count of Facilities:
OpID per block — —
195 Storage Facilities-Count of Facilities:
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195.446(a) General. ... Each operator must have and follow written
control room management procedures that implement the
requirements of this section. The procedures required by this section
must be integrated, as appropriate, with the operator's written
procedures required by § 195.402. An operator must develop the
procedures no later than August 1, 2011, and must implement the
procedures according to the following schedule. The procedures
required by paragraphs (b), (c)(5), (d)(2) and (d)(3), (f) and (g) must be
implemented no later than October 1, 2011. The procedures required
by paragraphs (c)(1)-(4), (d)(1), (d)(4), and (e) must be implemented no
later than August 1, 2012. The training procedures required by
paragraph (h) must be implemented no later than August 1, 2012,
except that any training required by another paragraph of this section
must be implemented no later than the deadline for that paragraph.

192.631(a)(2) The procedures required by this section must be
integrated, as appropriate, with operating and emergency procedures
required by §§192.605 and 192.615. An operator must develop the
procedures no later than August 1, 2011, and must implement the
procedures according to the following schedule. The procedures
required by paragraphs (b), (c)(5), (d)(2) and (d)(3), (f) and (g) must be
implemented no later than October 1, 2011. The procedures required
by paragraphs (c)(1)-(4), (d)(1), (d)(4), and (e) must be implemented no
later than August 1, 2012. The training procedures required by
paragraph (h) must be implemented no later than August 1, 2012,
except that any training required by another paragraph of this section
must be implemented no later than the deadline for that paragraph.

Inspection Question Procedures Implementation Inspector Notes
Al-1: Do procedures adequately address the process and criteria by which the | x | sAT N/A
operator determines which of its facilities are control rooms? UNSAT
Al-2: Are procedures formalized and controlled? [Note: Detailed review of x | SAT X | SAT
the content of procedures is addressed in sections B through J.] UNSAT UNSAT
e Integrated into O&M and Emergency procedures directly or by
clear links and references.
. Observed
e  Operator CRM program should conform to the principles and
recommendations in NTSB Safety Study 05/02. X_| Records
http://primis.phmsa.dot.gov/crm/docs/S50502_NTSB SCADA Study 2005.pdf x | Interview
http://primis.phmsa.dot.gov/crm/docs/SCADA methods issues NTSB SCADA study.pdf
http://primis.phmsa.dot.gov/crm/docs/SCADA accidents NTSB presentation.pdf
e Revision control to assure only the approved, effective procedures
are in use (revision control must ensure that out of date
procedures, nor draft or unapproved procedures, are used to
perform work).
e  CRM procedures must be reviewed at least once each calendar
year, not to exceed 15 months in accordance with O&M manual
regulation.
Al-3: Were procedures approved, in place, and implemented on or before the | y | saT x | SAT
regulatory deadline?
e  Procedures must be developed by August 1, 2011. Developed UNSAT UNSAT
means approved and distributed/available for use. Merely having
draft procequres is not acceptable. . . Observed
e Procedures implemented by the following deadlines:
o  October 1, 2011: procedures required by paragraphs (b), x | Records
(€)(5), (d)(2) and (d)(3), (f) and (g) x | Interview
o August 1,2012: procedures required by paragraphs (c)(1)-(4),
(d)(1), (d)(4), and (e)
o August 1, 2012: training procedures required by paragraph
(h), EXCEPT that any training required by another paragraph of
this section must be implemented no later than the deadline
for that paragraph.
e Implemented means that procedural steps have been executed, or
that ongoing activity(-ies) are being conducted in accordance with
applicable procedures. Specifying a procedural effective date that
corresponds to the implementation deadline required by the CRM
rule, alone, is not adequate evidence of implementation.
Al-4: Are procedures readily available to controllers in the control room? x | SAT x | SAT The controllers have both
e  Procedures in the control room must be the most current approved UNSAT UNSAT paper copy and with on-
version. line intranet access.
e  Procedures should be conveniently available to on-shift controllers Observed
in paper format and/or electronically. Records
e Procedures should be accessible from each controller’s Interview
console/desk.



http://primis.phmsa.dot.gov/crm/docs/SS0502_NTSB_SCADA_Study_2005.pdf
http://primis.phmsa.dot.gov/crm/docs/SCADA_methods_issues_NTSB_SCADA_study.pdf
http://primis.phmsa.dot.gov/crm/docs/SCADA_accidents_NTSB_presentation.pdf
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195.446(b) Roles and responsibilities. Each operator must define the
roles and responsibilities of a controller during normal, abnormal, and
emergency operating conditions. To provide for a controller's prompt
and appropriate response to operating conditions, an operator must
define each of the following:

(1) A controller's authority and responsibility to make decisions and

192.631(b) Roles and responsibilities. Each operator must define the
roles and responsibilities of a controller during normal, abnormal, and
emergency operating conditions. To provide for a controller's prompt
and appropriate response to operating conditions, an operator must
define each of the following:

(1) A controller's authority and responsibility to make decisions and

take actions during normal operations;

take actions during normal operations;

Typical operator documents that should be available for PHMSA inspection:

e  Policies and/or procedures that specify controller/supervisor roles and responsibilities

e  Policies and/or procedures that prohibit non-qualified individuals from controller status
e Territory descriptions or maps detailing boundaries in physical domain of responsibility

Inspection Question Procedures Implementation Inspector Notes

B1-1: The operator should have clear procedure been established to describe x | SAT x | SAT
each controller’s physical domain of responsibility for pipelines and UNSAT UNSAT
other facility assets.

. If the control room has more than one controller on shift, roles and Observed
domain of responsibility for each controller must be clearly

. Records

established. -

e “Physical domain of responsibility” refers to both the physical Interview
pipeline assets being monitored and controlled, and
SCADA/communications assets (such as desks, consoles, phones,
radios, etc.) being used in support of monitor and control duties.

e FAQB.01. Procedure includes formal definition and
documentation of controller roles and responsibilities.

B1-2: Are there provisions in place to assure that only qualified individuals x | SAT x | SAT
may assume control at any console/desk? UNSAT UNSAT
e Provisions could include measures such as SCADA login passwords,

and/or controlled access to the control room. Such measures

should address periods when the control room is unattended, if Observed

applicable (also, see B4-1e). x | Records
e Provisions must be in place to assure that controllers are qualified X | Interview

persons as detailed in covered tasks that are required by Part 195,

Subpart G—Qualification of Pipeline Personnel and Part 192,

Subpart N—Qualification of Pipeline Personnel.
e FAQB.03. A control room supervisor may direct or advise a

controller on specific actions to take to complete a safety-related

task, if and only if, the supervisor is a qualified controller on that

console/desk. If the supervisor is not a qualified controller, then

the supervisor may assign activities to the controller, but not the

precise actions to take to implement those activities.

B1-3: If the physical domain of responsibility periodically changes, has a clear x | SAT x | SAT The physical domain of
procedure been established to describe the conditions for when such a UNSAT UNSAT responsibility does not
change occurs? change.
e  Some operators consolidate control room operations on night Observed

shifts, after normal business hours, or on weekends to reduce staff. Records
e  Moving operations to another location must include a formal x | Interview
transfer of responsibilities, including shift-change forms or other
documentation.
e If the domain of responsibility is transferred to a different location,
procedures should define how the actual time of transfer is made
clear to both controllers.
e  Consolidating control room operations by reducing staff or
transferring to another location for operational needs does not
necessarily have to occur at normal shift change times, but will
require the formality of shift change. Special or unusual operations
sometimes prompt operators to bring help into the control room.
On such occasions, clarity about who is responsible for what is very
important.
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B1-4: Do the operator’s procedures address a controller’s role during SAT SAT The operator currently
temporary impromptu (unplanned) changes in controller UNSAT UNSAT has only one controller on
responsibilities? This question is usually not applicable if only one duty and there is no
person is on shift. Observed coverage during an

Records impromptu break. The
e Procedures should address the possibility of impromptu changes to Interview operator had hired
controller responsibilities and give examples of when such changes additional controllers to
might need to take place. comply with the CRM
° For example, in control rooms with multiple controllers, individuals requirement when the
might seek help or temporary coverage from other controllers program was
while taking a break. implemented. However,
e Anoperator’s SCADA system may be configured to allow a the new employee
controller to watch another controller’s console from his/her resigned unexpectably
current location. and the second employee
retired.
Post inspection notes:
The operator’s procedure
7700.2000 sections 5.2 &
5.3 were revised on
9/21/2012 to address this
issue. The operator has
committed to hire
additional controllers.

B1-5: Do the defined roles and responsibilities require controllers to stay at SAT SAT
the console to verify all SCADA commands that have been initiated are UNSAT UNSAT
fulfilled, and that commands given via verbal communications are
acknowledged before leaving the console for any reason? Observed

Records
e  Some SCADA commands can be complex or take an extended Interview

period of time to execute in the field. Because control actions can
be critical to maintain safety, controllers should remain attentive
during this time, and not leave the console prematurely.

e Shift change operations should not conflict or interfere with
controller vigilance during the fulfillment of command actions or
critical communications with field personnel.




PHMSA CONTROL ROOM MANAGEMENT, INSPECTION FORM [03-01-2012]
DO NOT RECORD PROPRIETARY OR SECURITY-SENSITIVE INFORMATION

195.446(b)(2) A controller's role when an abnormal operating 192.631(b)(2) A controller's role when an abnormal operating
condition is detected, even if the controller is not the first to detect condition is detected, even if the controller is not the first to detect
the condition, including the controller's responsibility to take specific the condition, including the controller's responsibility to take specific
actions and to communicate with others; actions and to communicate with others;
Inspection Question Procedures Implementation Inspector Notes
B2-1: Has a procedure been established to define the controllers’ authority x | SAT x | SAT

and responsibilities when an abnormal operating condition is detected?

UNSAT UNSAT
e Many controllers have the same authority and set of
responsibilities during normal, abnormal and emergency situations, Observed

including the expectation to directly take action when abnormal
conditions arise. X | Records

e  Some controllers may need to seek guidance or get a supervisor’s
approval before taking action. This must be explained in the
operator’s procedures.

e If controllers must seek approval from supervisors or other
authorized personnel, procedures must require that those other
persons always be immediately available, and controllers should
have the means to immediately communicate with those
individuals.

e  Procedures should address a controller’s responsibility when the
controller is not the first to detect the condition, including the
controller’s responsibility to take specific actions and to
communicate with others.

X Interview

B2-2: Are controllers aware of the current MAOPs/MOPs of all pipeline X | SAT x | SAT
segments for which they are responsible, and have they been assigned

rw y are e UNSAT UNSAT
the responsibility to maintain those pipelines at or below the
MAOP/MOP?
Observed
e Some operators may choose to set actual operating pressure limits x | Records

lower than MAOP/MOP. In these cases, controllers should at least
know the limits in lieu of full MAOP/MOP.

e  Controllers’ written procedures should include a stipulation to
protect pipeline segments from exceeding authorized pressures.

e Athorough listing of MAOPs/MOPs (or prescribed lower limits)
should be in easy reach to the controllers, either in paper format or
accessible on computer.

e Itis also especially important that procedures specify the
importance of protecting pipeline segments from exceeding any
imposed pressure reductions which would supersede normal
maximum limits.

X Interview

10
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195.446 (b)(3) A controller's role during an emergency, even if the 192.631(b)(3) A controller's role during an emergency, even if the
controller is not the first to detect the emergency, including the controller is not the first to detect the emergency, including the
controller's responsibility to take specific actions and to communicate | controller's responsibility to take specific actions and to communicate
with others; and with others; and

Inspection Question Procedures Implementation Inspector Notes

B3-1: Has the operator procedurally defined the controllers’ authority and x | SAT x | SAT

responsibility to make decisions, take actions, and communicate with
others upon being notified of, or upon detection of, and during, an
emergency or if a leak or rupture is suspected?

UNSAT UNSAT

Observed

e Many controllers have the same authority and set of
responsibilities during normal, abnormal and emergency situations,
including the expectation to directly take action when abnormal X | Interview
conditions arise without the need to consult with supervision/
management or get management approval.

e Other controllers may be required to seek guidance or get a
supervisor’s approval before taking action. This must be explained
in the operator’s procedures. If controllers must seek approval
from supervisors or other authorized personnel, procedures must
require that those other persons always be immediately available,
and controllers should have the means to immediately
communicate with those individuals.

e  Procedures should address a controller’s responsibility when the
controller is not the first to detect the emergency.

e Procedures should address the controller’s responsibility to:
directly call 911 or local phone number of appropriate local
emergency officials to report emergencies to first responder
agencies/authorities, or prompt others to make such calls.

X Records

B3-2: Do the operator’s procedures specifically address the controller’s X | SAT X | SAT
responsibilities in the event the control room must be evacuated? UNSAT UNSAT
e  Although an unforeseen need to evacuate the control room or the Observed
entire building should be a rare event, operators must plan for Records
such an occasion. X | Interview

e Insuch an event, there may be little time to act, so an operator’s
plan must be able to be executed immediately and quickly.

B3-3: Do the operator’s procedures specifically address the controller’s x | SAT x | SAT
responsibilities in the event of a SCADA system or data communications UNSAT UNSAT
system failure impacting large sections of the controller’s domain of
responsibility? Observed

Records
e  Procedures must address controllers’ initial actions after a major X | Interview

SCADA system or communications system failure.

e  Plans should include contacting supervision, but should also
include what first actions the controllers should initiate in the first
few minutes of the event.

11
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195.446(b)(4) A method of recording controller shift-changes and any
hand-over of responsibility between controllers.

192.631(b)(4) A method of recording controller shift-changes and any
hand-over of responsibility between controllers.

NOTE: SHIFT CHANGE PROCESS IS ADDRESSED IN B4. THE CONTENT OF SHIFT CHANGE IS ADDRESSED IN C5.

Inspection Question Procedures Implementation Inspector Notes

B4-1: Has the operator established a procedure for the hand-over of x | SAT X | SAT
responsibility that specifies the type of information to be communicated UNSAT UNSAT
to the oncoming shift?

Observed
e FAQB.02. Anytime control of the pipeline is transferred from one Records
person to another person, shift hand-over requirements apply, Interview
even if there is a portion of time when the control room is planned
to be unattended.
e  See C5-1 for specifics.

B4-2: Do the procedures require that records document the hand-over of x | SAT X | SAT
responsibility, document the time the actual hand-over of responsibility
occurs, and the key information and topics that were communicated UNSAT UNSAT
during the hand-over?

Observed
e Anoperator’s records must annotate what topics were covered
during shift change. In the event certain operational aspects are X | Records
not important to the incoming controller, the record must still X | Interview
annotate “no change” rather than not covering the topic.
e The specific time and date of shift change must be included in the
records, not just “Tuesday night” or “morning shift”
e Just recording the time/date of shift change, without the
annotation of topics covered, is not adequate.
e SCADA server time should be synchronized with other sources of
timekeeping used for operational records.
e  Because of varying operational needs, a controller arriving late or
an extended discussion of unusual events, shift change will not
actually occur at exactly the same time every day. Records that
annotate a shift change at exactly the same time every day should
be questioned during an inspection.
e  Shift hand-over records may refer to other information or records,
as appropriate.
e  See C5-1 for specifics.

B4-3: Do the procedures require the controllers to discuss recent and x | SAT X | SAT
impending important activities ensuring adequate overlap? UNSAT UNSAT
e  The use of a form to orchestrate shift change will help maintain Observed

thoroughness in shift change, but the form should be used in Records
conjunction with a short conversation, rather than as a substitute Interview
for conversation.

B4-4: When a controller is unable to continue or assume responsibility for any SAT SAT The operator has
reason, does the shift hand-over procedure include alternative shift x | UNSAT | x | UNSAT complied with the intent
hand-over actions that specifically address this situation? of this procedure, but it is
e If the incoming controller is late arriving, procedures should not included in the

e Observed .
address the responsibilities of the current controller and/or manual. The operator will
management to address the issue. Records revise their manual very

e If controllers are permitted to find their own replacement among x_| Interview shortly.
available controller staff, control room supervisors/managers
should still be accountable for Hours of Service (HOS) requirements Post inspection notes:
and limitations. The operator’s procedure
e  Operator’s procedures should provide a mechanism for an on-shift 7700.2000 sections 5.2 &
controller (or a controller due to come on shift) to alert 5.3 were revised on
management that he/she is unable or unfit for duty, because of 9/21/2012 to address this
iliness, fatigue, car trouble or other issues. issue. The operator has
committed to hire
additional controllers.

12




PHMSA CONTROL ROOM MANAGEMENT, INSPECTION FORM [03-01-2012]
DO NOT RECORD PROPRIETARY OR SECURITY-SENSITIVE INFORMATION

13



PHMSA CONTROL ROOM MANAGEMENT, INSPECTION FORM [03-01-2012]
DO NOT RECORD PROPRIETARY OR SECURITY-SENSITIVE INFORMATION

B4-5: Has the operator established adequate procedures for occasions when SAT SAT The manual does not
the console is left temporarily unattended for any reason? x | UNSAT X | UNSAT address this subject at the
moment. It will be revised
° FAQ B.04. Depending on an operator’s specific system operations, Observed very shortly.
a particular control room may not have to be staffed by controllers, Records
full time. The operator’s procedures should include an explanation X | Interview Post inspection notes:
of when and how the pipeline is operated when the control room is The operator’s procedure
unattended. 7700.2000 sections 5.2 &
e  Such procedures should include special provisions for shift change 5.3 were revised on
realizing that face-to-face communications between the departing 9/21/2012 to address this
and arriving controllers may not occur. issue.
B4-6: Does the operator maintain adequate console coverage during shift x | SAT x | SAT
hand-over? UNSAT UNSAT
e Assure coverage if occasionally the controller needs to leave the Observed
console/desk area (beyond visual and hearing range of alarms). x | Records
e If the controller is allowed to leave the console/desk area, x | Interview
procedures must assure adequate responsiveness.
e If the shift changes to a different physical location, the actual time
of the hand-over in responsibility must be known to both the
outgoing and incoming controllers.
e  The time allocated to complete shift hand-over should be sufficient
to adequately communicate needed information exchange.

14




PHMSA CONTROL ROOM MANAGEMENT, INSPECTION FORM [03-01-2012]
DO NOT RECORD PROPRIETARY OR SECURITY-SENSITIVE INFORMATION

195.446(c) Provide adequate information. Each operator must provide
its controllers with the information, tools, processes and procedures
necessary for the controllers to carry out the roles and responsibilities
the operator has defined by performing each of the following:

(5) Implement section 5 of API RP 1168 (incorporated by reference,
see § 195.3) to establish procedures for when a different controller
assumes responsibility, including the content of information to be

192.631(c) Provide adequate information. Each operator must provide
its controllers with the information, tools, processes and procedures
necessary for the controllers to carry out the roles and responsibilities
the operator has defined by performing each of the following:

(5) Establish and implement procedures for when a different
controller assumes responsibility, including the content of information
to be exchanged.

exchanged.

NOTE: SHIFT CHANGE PROCESS IS ADDRESSED IN B4. THE CONTENT OF SHIFT CHANGE IS ADDRESSED IN C5.

Typical operator documents that should be available for PHMSA inspection:

Policies and/or procedures that address shift hand-over

Listing of information required to be included in shift change discussions

Policies and/or procedures that address when the controllers are temporarily away from console
Shift hand-over forms and checklists

Records of shift hand-over

Inspection Question Procedures Implementation Inspector Notes
C5-1: Has the operator established and implemented a procedure to x | SAT x | SAT
orchestrate the hand-over of responsibility from one controller to UNSAT UNSAT
another?
e Allitems in this listing are specified in section 5 of API RP 1168, and Observed
are mandatory for HL operators. Gas operators should also X | Records
address these items, but may be able to justify not including some x | Interview

of these items in their checklist based on the specific nature of
their gas pipeline operations.

Assure operational continuity

Address system control accountability during hand-over
Generate a record of accountability transfer

Assure phone monitoring during transfer

Manage distractions that could adversely impact transfer
Require a meeting to be conducted to brief incoming
controllers on the status of current operations.

Procedures to require a console specific checklist of
information to be exchanged. (See C5-1c for content of
checklist.)

FAQ C.10. Shift hand-over procedure must be performed even if
no unusual events occurred during the entire previous shift.

FAQ C.11. Shift hand-over procedure must be performed even if
an operator has a controller on regular day shifts only (e.g., 8-5 M-
F) and uses callouts to handle off-shift needs, since the controller
may unexpectedly have to be replaced as the result of illness or
other circumstance that prevents the controller from returning to
duty the next day as planned.

Even if the same individual plans to return the next morning, the
shift hand-over process will help ensure no critical information has
been forgotten.

O O O O O O
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C5-2:

Does the checklist of information to be exchanged during shift change
consider the following items?

e Allitems in this list are specified in section 5 of API RP 1168, and
applicable items are mandatory for HL operators. Gas operators
should also address these items, but may be able to justify not
including some based on their specific circumstances.)

e  Emergency/AOC [API RP 1168, §5.3.1];

e  Daily operation information [API RP 1168, §5.3.2];

e  Status of scheduled/unscheduled maintenance activities [API RP
1168, §5.3.3];

. Incident and/or safety conditions [API RP 1168, §5.3.4];

e  Changes to physical assets, practices, and responsibilities [API RP
1168, §5.3.5];

e  Alarm reviews [API RP 1168, §5.3.6];

e  Third-party incidents with potential direct or indirect impact on
operations [API RP 1168, §5.3.7].

SAT SAT

UNSAT UNSAT
Observed
Records
Interview

Not Applicable.
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195.446(c)(1) Implement API RP 1165 (incorporated by reference, see
§ 195.3) whenever a SCADA system is added, expanded or replaced,
unless the operator demonstrates that certain provisions of APl RP
1165 are not practical for the SCADA system used;

192.631(c)(1) Implement sections 1, 4, 8,9, 11.1, and 11.3 of API RP
1165 (incorporated by reference, see §192.7) whenever a SCADA
system is added, expanded or replaced, unless the operator
demonstrates that certain provisions of sections 1, 4, 8, 9, 11.1, and
11.3 of API RP 1165 are not practical for the SCADA system used;

Typical operator documents that should be available for PHMSA inspection:

e  Policies and/or procedures that address display standards

e Procedures that address incorporation of aspects of API-1165

e  Forms used to guide the implementation and thoroughness of displays

e  Records to demonstrate display modifications and internal display evaluations

Inspection Question Procedures Implementation Inspector Notes
C1-1: Do procedures clearly define the types of changes to the SCADA x | SAT x | SAT
system(s) that constitute additions, expansions, or replacements under UNSAT UNSAT
the meaning of the CRM rule?
e FAQC.15. Routine upgrades, such as upgrading to a later version Observed
of SCADA software, or upgrading to larger/faster hard disc drives, x_| Records
or modernizing communications infrastructure, are not necessarily X | Interview

considered an addition, expansion, or replacement of a SCADA
system, depending on the specific scope of the changes. However,
changes that impact display parameters (i.e. display symbols, color
palettes or anything that affects the controller-machine interface)

would require implementation of API RP 1165.

e FAQC.19. When an operator adds, expands, or replaces a SCADA

system after August 1, 2012, the SCADA must be in complian
with API RP 1165 immediately upon deployment. If it is not

practical for the SCADA system to be in immediate compliance with

CRM requirements, operators must document the deviation
accordance with paragraph (j)(2) of the CRM rule. The

documentation must demonstrate why immediate compliance
with all CRM requirements is not practical, how the deviation is

necessary for safe operation, and include a justified project

ce

in

timeline that includes an indication when full compliance is to be
attained.
C1-2: Has the operator developed written procedures to implement the API x | SAT x | SAT
RP 1165 display standards to the SCADA systems that have been added, UNSAT UNSAT
expanded, or replaced since August 1, 2012? N/A N/A
. [HL ONLY] Implementation of the entire API RP 1165 is required. Observed
e  [Gas ONLY] Implementation of sections 1, 4, 8,9, 11.1, and 11.3 of x | Records
API RP 1165 is required. Interview

. Procedures should utilize the reference material contained in

section 2 of API RP 1165.

. Procedures must utilize the same definitions of terms defined in

Section 3 of API RP 1165.

e Operators may not rely solely on OEM specifications to satisfy

compliance. The operator is responsible to assure that the

applicable requirements of API RP 1165 are actually implemented.

e FAQC.12. Implementation of API RP 1165 as a result of add

expansions, or replacement of portions of a SCADA system might
be appropriately limited to the portions affected, as long as there is
no cross console impact. To address differences between two or

more consoles that a controller uses, controllers/supervisors

would operate both the new and old systems) must be specifically

trained on each of the different display standards in order to
cross-console impact.

itions,

(that

avoid
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C1-3: Has the operator implemented section 4 of API RP 1165 regarding X | SAT X | SAT
human factors engineering? UNSAT UNSAT
N/A N/A
e 4.1 Short term memory
e 4.2 Signal to noise ratio Observed
e 4.3 Eye scan pattern Records
e 4.4 Consistency Interview
o  General consistency for shapes and symbols
o Layout consistent among displays
o Information density consistent among displays
o  Flow paths depicted consistently among displays
o If the operator has grouped more than one console/desk into
a team, consistency of display formats, layout, shapes and
colors across all team consoles/desks.
o  Consistency between control room display colors for off,
closed, open, on and locked out with color choices on related
field equipment controls
e 45 Coding
o  Coding is the assighment of meaning to an arbitrary visual
cue. Examples of information coding include color-coding of
normal/abnormal conditions or shape-coding of device
symbols such as pumps, valves, and meters.
C1-4: [HL ONLY] Has the operator implemented section 5 of API RP 1165 SAT SAT Not Applicable.
regarding display hardware? UNSAT UNSAT
x | N/A x | N/A
e 5.1 General considerations
° 5.2 Display devices Observed
e 5.3 Display response Records
o  Operator establish thresholds times for field data collection Interview
(there may be more than one data collection rate based on
different type of data)
o Actual field data collection rates should be within the
operator’s established threshold
o  Operator periodically monitor the speed of field data
collection, and take prompt corrective actions to restore
identified problems
e 5.4 Controller input devices
C1-5: [HL ONLY] Has the operator implemented section 6 of API RP 1165 SAT SAT Not Applicable.
display layout and organization? UNSAT UNSAT
x | N/A x | N/A
e 6.1 General considerations
e 6.2 Display hierarchy Observed
. 6.3 Window management issues Records
Interview
C1-6: [HL ONLY] Has the operator implemented section 7 of API RP 1165 SAT SAT Not Applicable.
display navigation? UNSAT UNSAT
x | N/A x | N/A
e 7.1 General considerations
e 7.2 Navigation techniques Observed
e 7.3 Zoom, pan, and overlays Records
Interview
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C1-7: Has the operator implemented section 8 of API RP 1165 display object x | SAT x | SAT
characteristics? UNSAT UNSAT
e 8.1 General considerations N/A N/A
e 82Color
o  Review the number of colors, and especially colors that are x | Observed
nearly alike x | Records
o  Review the meaning of different colors -
o  Chosen colors should vividly differ from one another X | Interview
e 8.3 Symbols and shapes
e 8.4 Animation
. 8.5 Text
C1-8: Has the operator implemented section 9 of API RP 1165 display object x | SAT x | SAT
dynamics? UNSAT UNSAT
e 9.1 General considerations N/A N/A
e 9.2 Datavalues
e 9.3 Data attributes x | Observed
o  On-scan / off-scan
) . X | Records
o Manual override / real time -
o Alarm /normal X | Interview
o  Communication failure / communication normal
o  Alarminhibit / alarm enabled
o Unacknowledged / acknowledged
o Informational tag / no tag
e  9.3.1 Data Attribute Hierarchy and Display Techniques
o A consistent approach to displaying data attributes is
important. All displays should use the same technique for
each data attribute where feasible.
o Display of every data attribute for every point is not practical.
A hierarchy of data attributes should be considered. Any
attribute that indicates “stale” data or inhibited alarms should
be treated with high importance and displayed prominently.
o  Some attributes should be addressed with symbol, color
change, and/or text displays, along with a suggested order of
precedence are off-scan, manual, communication failure and
alarm inhibit.
o Itis useful to have examples displays available for reference if
controllers are uncertain of a specific display technique.
o As with objects, it is a common practice to use more than one
technique to display a data attribute, such as combining a
character with a color scheme. Text strings can also be used to
indicate data attributes.
o  Operator should have controls to assure that only authorized
personnel can change alarm setpoints, or inhibit, override, or
force values for safety-related alarms and points.
C1-9: [HL ONLY] Has the operator implemented section 10 of API RP 1165 SAT SAT
control selection and techniques? UNSAT UNSAT
x | N/A x | N/A
e  10.1 Object selection
. 10.2 Command execution Observed
o Two-step (select/execute) process Records
. 10.3 Error management Interview

o Timeout mechanism if the entire command process is not
performed
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C1-10: Has the operator implemented applicable paragraphs of section 11 of X | SAT SAT
API RP 1165 administration? UNSAT UNSAT
N/A N/A
e  Gas operators are required to implement paragraphs 11.1 and
11.3, only. HL operators must implement all of section 11. x | Observed
. 11.1 Consistency within a company x | Records
e  [HLONLY] 11.2 Documentation x | Interview

e  11.3 Consistency between control rooms and remote locations
e  [HLONLY] 11.4 Management of Change (See also Section F)

C1-11:  If the operator has not implemented any/all applicable paragraph(s) of X | SAT x | SAT
API RP 1165, did the operator demonstrate and document that the UNSAT UNSAT
unimplemented provisions are impractical for the SCADA system used? N/A N/A
. Examples of circumstances which might make some provisions Observed
impractical are provided in Section 1.2 of API RP 1165. Records
e Operators may claim their SCADA system is not capable, when in X | Interview

reality the operator may have just chosen not to configure
available SCADA capabilities.

e  The inspector should further investigate this item if the operator
claims SCADA limitations as the reason for not implementing
aspects of API RP 1165.
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195.446(c)(2) Conduct a point-to-point verification between SCADA
displays and related field equipment when field equipment is added
or moved and when other changes that affect pipeline safety are
made to field equipment or SCADA displays;

192.631(c)(2) Conduct a point-to-point verification between SCADA
displays and related field equipment when field equipment is added
or moved and when other changes that affect pipeline safety are
made to field equipment or SCADA displays;

Typical operator documents that should be available for PHMSA inspection:

e  Policies and/or procedures that address point-to-point verification

e Point verification forms
e  Records to demonstrate thoroughness of process

Inspection Question Procedures Implementation Inspector Notes
C2-1: Has the operator adequately defined safety-related points? X | SAT X | SAT
UNSAT UNSAT
e Examples of safety-related points are provided in FAQ C.01.
e Procedures should be established to define which points are Observed
declared as safety-related Records
e  Operator should have a list (or database) of points that indicates x | Interview
whether or not each point is safety-related.
e Procedures should also address criteria for treating points as
safety-related.
e  Points associated with all safety-related alarms and control points
must be included.
e  Station inlet and discharge pressures should fall into the safety-
related category.
e Pressure Regulator inlet and outlet pressures should fall into the
safety-related category.
e  Soft points (points created in SCADA software) should be
considered when determining a list of safety-related points.
C2-2: Has the operator adequately established and implemented procedures X | SAT X | SAT
to define and identify the circumstances which require that a point-to- UNSAT UNSAT
point verification be performed?
Observed
e  Procedures should define the types of field changes that require x | Records
point-to-point verification. Interview
Like-for-like replacement of field instrumentation requires a point-
to-point verification, if only to verify the replacement and related
calculation results in proper functionality and correct information.
e FAQC.03. Point-to-point verification is required even if the
change only affects the SCADA display.
o Safety-related points should be identified and documented.
e Change control documentation should explicitly document if the
change requires point-to point verification.
C2-3: Has the operator established and implemented an adequate procedure x | SAT x | SAT
for the thoroughness of the point-to-point verification? UNSAT UNSAT
° FAQ C.02 and C.06. Observed
e  The procedure must define the extent of verification to include Records
physical location of device, data value or status, any alarm settings, Interview
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and to assure that any test signals are injected at the actual device
in the field.

The verification procedure must include a requirement to check a
representative sampling of impacted displays. FAQ C.03.

FAQ C.05. If the verification process includes partial simulation,
the operator must establish a procedure to define when simulation
should be used in point-to-point verification.

FAQ C.05. If the verification process includes partial simulation,
the operator must establish a procedure to define what type(s) of
simulation is/are applicable for specific instruments and equipment
during point-to-point verification.
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C2-4: Has the operator established and implemented an adequate procedure X | SAT X | SAT
for defining when the point-to-point verification must be completed? UNSAT UNSAT
e FAQC.20. Point-to-point verification must be completed in a Observed
timely manner. Those data points already being used by Records
controllers should be verified the same day a verification process X | Interview

became necessary.

e FAQC.20. Those data points being added or checked out as a part
of a major system enhancement or replacement should be verified
before those data points are turned over to controllers for use.
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195.446(c)(3) Test and verify an internal communication plan to 192.631(c)(3) Test and verify an internal communication plan to
provide adequate means for manual operation of the pipeline safely, provide adequate means for manual operation of the pipeline safely,
at least once each calendar year, but at intervals not to exceed 15 at least once each calendar year, but at intervals not to exceed 15
months; months;

Typical operator documents that should be available for PHMSA inspection:
. Policies and/or procedures that address Internal Communications Plan
e  Records to demonstrate interval and thoroughness of process
e  Record of actual events when the plan was pressed into service

Inspection Question Procedures Implementation Inspector Notes

C3-1: Has the operator established and implemented an internal x | SAT x | SAT
communication plan that is adequate to manually operate the pipeline
during a SCADA failure/outage?

UNSAT UNSAT

e  FAQC.09. Plans and procedures must be commensurate with the Observed
level of operational performance intended by the operator to be
maintained while in manual mode.

e  FAQC.09. If the operator does not plan to continue operation in X | Interview
manual mode, the communication plan must, at a minimum,
address the safe manual shutdown of the pipeline/s.

e  Communication plans should include periodic communication
(such as periodic status call-in) among persons engaged in pipeline
control. If the nature of operations results in reasonably periodic
calls to field personal, status calls may not be necessary.

e  Communication plans should include requirements for timely
impromptu call-in and communication in case of abnormal or
emergency conditions.

e Communication plan should provide guidelines for evaluating the
causes/circumstances of a major SCADA system or communications
outage and how those causes/circumstances will affect manual
operations. Manual operations procedures should be flexible
enough to successfully operate under the circumstances to be
encountered.

e  Communication plan should address scenarios when the control
room (and perhaps the entire building) must be evacuated.

e If the operator intends to keep the pipeline/s running in manual
mode, communications plan should include procedures for
manually obtaining operational data from the field or remotely via
dial-in connection (if that capability exists).

e Communication plan should include procedures that address how
station and pipeline equipment respond on loss of power or when
switched to local control (i.e., if it remains in the last commanded
state or changes state).

X Records

C3-2: Has the operator tested and verified the internal communication plan X | SAT X | SAT
for manual operation of the pipeline safely at least once each calendar UNSAT UNSAT
year but at intervals not exceeding 15 months?
Observed
e If the operator does not intend to operate in manual mode, then a Xx | Records
robust plan for continued manual operation is not required, x | Interview
however, a basic plan is still necessary to affect an orderly
shutdown.

e FAQC.14. Operator must have a procedure for testing and
verifying the internal communication plan.

e  Test procedure should verify state/mode of remote facilities and
equipment following a SCADA failure.

e If remote facilities are not designed to remain as last commanded
when a SCADA or communications outage occurs, tests should
verify that these events do not create upset conditions.

e  Actual instances whereby the internal communication plan for
manual operation is executed may be credited as a test, if it met all
requirements for a successful test.
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195.446(c)(4) Test any backup SCADA systems at least once each
calendar year, but at intervals not to exceed 15 months; and

192.631(c)(4) Test any backup SCADA systems at least once each
calendar year, but at intervals not to exceed 15 months; and

Typical operator documents that should be available for PHMSA inspection:

Policies and/or procedures that address back-up SCADA systems
Records to demonstrate periodic back-up testing

Listing of functional differences between primary and back-up systems

Inspection Question Procedures Implementation Inspector Notes
C4-1: Does the operator have a backup SCADA system? x | YES
NO
Backup SCADA systems are not required
Backup SCADA systems include both: (1) redundant (or diverse) Observed
capabilities of the primary control room, and (2) SCADA systems Records
housed in separate backup control rooms. Interview
If “NO”,
remainder of C4
is “N/A”
C4-2: Has the operator adequately defined the use of the backup SCADA X | SAT X | SAT The operator uses a
system for development work? UNSAT UNSAT completely separate
N/A N/A system for testing and
Operators should be very cautious about using a back-up system developmental work. It is
for development work, since prototyping could inadvertently reach Observed isolated from the on-line
the on-line system Records environment.
Operators should implement the guidance in Advisory Bulletin X | Interview
(ADB—03-09) “Potential Service Disruptions in Supervisory Control
and Data Acquisition Systems” dated December 23, 2003 (68 FR
74289) and Advisory Bulletin (ADB-99-03), “Potential Service
Interruptions in Supervisory Control and Data Acquisition Systems”
dated July 16, 1999 (64 FR 38501).
If a separate development SCADA server is being used, it should be
isolated from the on-line environment.
C4-3: Is the backup SCADA system tested at least once each calendar year at x | SAT x | SAT
intervals not to exceed 15 months? UNSAT UNSAT
N/A
FAQ C.18. If an operator experiences an actual SCADA failure that Observed
results in the back-up SCADA system being pressed into service, the Records
operator may claim that event as testing and verifying their back- Interview

up SCADA system, as long as an adequate representative sampling
of functions are performed, verified and documented during back-
up operations.
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C4-4. Does the testing verify that there are adequate procedures in place for X | SAT X | SAT
decision-making and internal communications to successfully UNSAT UNSAT
implement a transition from primary SCADA to backup SCADA, and back N/A
to primary SCADA. Observed

X | Records

e  Procedure and test must address the circumstances under which Interview
the back-up SCADA system is to be activated, so that the test
adequately simulates conditions under which the backup SCADA
system will be used.

e  Procedures must clearly define who is responsible for making the
decision to transfer pipeline control to the backup SCADA system,
and restoring control from backup to normal operations. This
decision-making process must be a part of the annual testing.

. Procedures must address and test internal communications to
implement transfer of control to backup SCADA systems, as well as
to transfer control back to the primary SCADA system.

e  Procedure must provide guidelines for evaluating the
causes/circumstances of a primary SCADA system or
communications outage before making the decision to transfer to
backup SCADA, and how those causes/circumstances impact
operations using backup SCADA systems.

e Anyredundant SCADA for primary control room must be tested.

e Any SCADA at a backup control room must be tested.

e Anadequate procedure should be in place to explain when it is safe
to put the primary SCADA system back on-line.

C4-5: If the back-up SCADA system is not designed to handle all the SAT SAT The operator’s back-up
functionality of the main SCADA system, does the testing determine UNSAT UNSAT SCADA system is fully
whether there are adequate procedures in place to account for x | N/A functional as the primary
displaced and/or different available functions during back-up Observed system.
operations? Records

Interview

e  If the back-up SCADA system has a generally lower performance
level than the primary system, the operator must assure that
differences in general performance, displays, report generation,
interaction with keyboard/mouse, etc., do not adversely impact
controller performance.

e  All potentially impacted controllers must be informed about both
the capabilities and limitations of any back-up SCADA system(s).

e If the back-up system does not provide the same number of
displays per console that the primary site has, the operator should
be able to explain how the limitation does not impact controller
performance.

C4-6: Do procedures adequately address and test the logistics of transferring x | SAT x | SAT
control to a backup control room? UNSAT UNSAT

N/A

e  Procedures must include a practical plan to transport qualified Observed
controllers (and SCADA support technicians if necessary) to the Xx | Records
back-up control room. X | Interview

. Realistic time duration to get qualified controllers to, and activate,
the back-up control room must be aligned with the operator’s
strategy for engaging the back-up during a primary SCADA outage.

(i.e., the operator’s strategy must not make unrealistic
assumptions about how long it takes to activate the backup control
room.)
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C4-7: Do procedures adequately address and test the logistics of returning X | SAT X | SAT
operations back to the primary control room? UNSAT UNSAT
N/A
e  Procedures must include a process to orchestrate when and how Observed
operations are returned to the primary control room. X | Records
Interview
C4-8: Is a representative sampling of critical functions in the back-up SCADA x | SAT X | SAT
system being tested to ensure proper operation in the event the backup UNSAT UNSAT
system is needed? N/A
Observed
. FAQ C.17. Automatic functions (if any) must be included in testing. x | Records
e Successful data acquisition and communications must be verified. x | Interview

e  Tests must include the ability to remotely control field equipment
from SCADA (if so equipped).

e Tests must include the ability to monitor key operating parameters
such as equipment status/state and pressure and flow.

e  Testing should include confirmation of important types of
functionality and critical data sources to/from critical
facilities/equipment.

e  Operator may be able use alarm and event logs from the backup
SCADA system to help demonstrate an adequate representative
sampling of functions were tested during back up operations.
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195.446(d) Fatigue mitigation. Each operator must implement the
following methods to reduce the risk associated with controller
fatigue that could inhibit a controller's ability to carry out the roles
and responsibilities the operator has defined:

192.631(d) Fatigue mitigation. Each operator must implement the
following methods to reduce the risk associated with controller
fatigue that could inhibit a controller's ability to carry out the roles
and responsibilities the operator has defined:

Typical operator documents that should be available for PHMSA inspection:

Policies and/or procedures that specify HOS limits and requirements for managing emergency deviations from the HOS limits
Records such as timesheets or time cards demonstrating that all controllers and qualified supervisors comply with HOS limits
Records documenting emergency deviations, including justifications

Type(s) of schedule(s) including shift plan (rota), shift length, shift differentials, shift change times, length of shift hand-over time
(overlap), shift rotation scheme for non-12 hour shifts (forward or backward), etc.

Number of shift crews used.

Employment ratio or other means to justify there is a sufficient number of qualified controllers to cover staffing level needs.
Documentation of fatigue mitigation measures (countermeasures) the operator uses and when controllers use them.

Inspection Question Procedures Implementation Inspector Notes
DO-1: Does the operator’s fatigue mitigation process or procedures (plan) x | SAT X | SAT
identify operator-specific fatigue risks? UNSAT UNSAT
e FAQD.09. PHMSA promotes the use of a fatigue risk management Observed
system (FRMS) as a tool for implementing fatigue mitigation. Records
Interview
DO0-2: Does the operator’s plan adequately address how the program reduces X | SAT SAT
the risk associated with controller fatigue? UNSAT UNSAT
e An operator’s fatigue mitigation plan and document the scientific Observed
basis for provisions of the plan. (74 FR 63321) Records
e  Operators should have a documented and accessible policy for X | Interview
dealing with controllers who are self-identified and/or identified by
supervisors as being too fatigued to safely control the pipeline.
e  The operator’s plan should address identified issues in Advisory
Bulletin (ADB—05—06) “Countermeasures to Prevent Human
Fatigue in the Control Room” dated August 11, 2005 (70 FR 46917).
DO-3: Do the policies and procedures require that the potential contribution x | SAT x | SAT
of controller fatigue to incidents and accidents be quantified during UNSAT UNSAT
investigations?
Observed
e  See FAQ D.12 and white paper entitled “Investigating the Possible Records
Contribution of Fatigue to Pipeline Mishaps” -
. . X Interview
(http://primis.phmsa.dot.gov/crm/fm.htm) for fatigue factors that
should be considered in accident/incident investigations.
e  Seeinstructions for incident report forms PHMSA F 7100.1, 7100.2,
and 7000-1, and requirements for reporting incident causes in
accordance with 191.9, 191.15, and 195.54. Forms and
instructions are available online at:
http://www.phmsa.dot.gov/pipeline/library/forms .
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DO-4: Does the operator have a designated fatigue risk manager who is X | SAT X | SAT
responsible and accountable for managing fatigue risk and fatigue UNSAT UNSAT
countermeasures, and someone (perhaps the same person) that is
authorized to review and approve HOS emergency deviations? Observed

Records
e  The fatigue risk manager should be the operator’s subject matter X | Interview

expert on fatigue risk mitigation, either a designated individual in
upper management or designated by upper management. The
fatigue risk manager and the person authorized to approve HOS
emergency deviations may or may not be the same person. Ideally
the individual would not always be the supervisor on the same
shift(s)/schedule as the individual needing exception, since one
consequence of fatigue is a willingness to accept more risk.

e  Emergency deviations, if applicable, should align with those in
(d)(4), but operators should factor in any unique aspects of their
operations, be able to deal with extraordinary cases of individual
fatigue and individual differences that can increase risk of fatigue
even if not necessarily in an emergency deviation scenario.

e FAQD.13. PHMSA encourages a formalized HOS deviation process
with provisions for written approval in advance of anticipated
deviations. PHMSA recognizes some deviations cannot be
forecasted.
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195.446(d)(1) Establish shift lengths and schedule rotations that 192.631(d)(1) Establish shift lengths and schedule rotations that
provide controllers off-duty time sufficient to achieve eight hours of provide controllers off-duty time sufficient to achieve eight hours of
continuous sleep; continuous sleep;

Typical operator documents that should be available for PHMSA inspection:

e Shift schedule (including shift lengths and schedule rotation) for pipeline controllers

e  Procedures or other documentation describing controller duties performed outside the published shift schedule, if any, such as shift
hand-over, administrative, or other duties or tasks assigned to controller personnel.

° Procedures, processes, or policies used to establish the shift schedule, including but not limited to considerations taken into account
when establishing the shift schedule.

Inspection Question Procedures Implementation Inspector Notes
D1-1: Is the scheduled shift length less than or equal to 12 hours (not X | SAT X | SAT
including shift hand-over)? Normal (scheduled) shift lengths should not UNSAT UNSAT
exceed 12 hours (not including shift hand-over).
Observed
° FAQs D-06 and D-07. X Records
e  If scheduled shift lengths exceed 12 hours, then ...... X | Interview
D1-2: Does the operator factor in all time the individual is working for the x | SAT X | SAT All the controllers are in
company when establishing shift lengths and schedule rotations? UNSAT UNSAT the control room doing
gas control duty during
. FAQ D.02. Observed the entire shift.
e All time worked for the operator by the controller must be x | Records
accounted for to ensure the controller has off-duty time sufficient X | Interview
to achieve 8 hours of continuous sleep
e Anoperator must keep records such as timesheets or time cards
demonstrating that all controllers and qualified supervisors work
hours allow an opportunity to have 8 hours of continuous sleep.
D1-3: Are all scheduled periods of time off at least one hour longer than 8 X | SAT X | SAT
hours plus commute time? UNSAT UNSAT
° FAQs D-01 and D-03. Observed
e  The operator must establish shift lengths and schedule rotations Xx | Records
that provide off duty time sufficient to achieve 8 hours of x | Interview
continuous sleep. In most situations, an individual will need
reasonable time for commute plus some personal time before
falling asleep and after waking up.
e  Occasional double shifts are allowed, but the controller must still
be given the opportunity of 8 hours of continuous sleep between
shifts.
D1-4: For controllers who are on call, does the operator minimize interrupting SAT SAT The controllers are not
the required 8 hours of continuous sleep? UNSAT UNSAT on-call during their time-
x | N/A off.
e FAQs D.02 and D.06. Observed
. Being on-call itself may not necessarily be a concern, particularly if x | Records
the individual rarely if ever ends up getting a call and/or spends X | Interview
minimal time assisting when a call is made. However, if the calls
are excessive, and particularly if done during time when the
individual should be getting sleep that is a concern and should be
factored in appropriately. If this is occurring and not being
addressed appropriately, one could justify the operator is not
providing the opportunity for 8 hours of sleep.
e If on-call controllers are required to report to the control room on
an unscheduled basis, the controllers commute time should be
counted as on-duty hours.
D1-5: If the answer to any one of D1 questions above is “UNSAT”, does the SAT SAT
operator have a documented technical basis to show that the operator’s UNSAT UNSAT
shift lengths and schedule rotations are adequate to provide controllers | x | N/A
off-duty time sufficient to achieve 8 hours of continuous sleep? Observed
Records
X Interview
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195.446(d)(4) Establish a maximum limit on controller HOS, which may | 192.631(d)(4) Establish a maximum limit on controller HOS, which may
provide for an emergency deviation from the maximum limit if provide for an emergency deviation from the maximum limit if
necessary for the safe operation of a pipeline facility. necessary for the safe operation of a pipeline facility.

Typical operator documents that should be available for PHMSA inspection:

e  Policies and/or procedures that specify HOS limits and requirements for managing emergency deviations from the HOS limits

e Records such as timesheets or time cards demonstrating that all controllers and qualified supervisors comply with HOS limits

e  Records documenting emergency deviations, including justifications

o Type(s) of schedule(s) including shift plan (rota), shift length, shift differentials, shift change times, length of hand-over time
(overlap), shift rotation scheme for non-12 hour shifts (forward or backward), etc.

e Number of crews.

e  Total number of employees that are qualified controllers.

Inspection Question Procedures Implementation Inspector Notes
D4-1: Is the maximum HOS limit in any sliding 7 day period no more than 65 x | SAT X | SAT
hours? UNSAT UNSAT
. FAQs D.06 and D.07. Observed
e For the schedule, the operator can display their schedule in x | Records
whichever manner they are used to, whether in terms of one week x | Interview

or multiple weeks (pay period, month etc.) For the 7 consecutive
day period, the inspector should be looking for any 7 day period
throughout the schedule where the 65 hour limit might be

exceeded.
D4-2: After reaching the HOS limit in any sliding 7 day period, is the minimum X | SAT X | SAT
time off at least 35 hours? UNSAT UNSAT
e FAQs D.06 and D.07 Observed
e 35 hoursis intended to allow for time sufficient to provide an x | Records
individual to obtain at least 2 full sleep cycles, and allows for one X | Interview

full day (24 hours) plus 12 hours (less 1 hour to account for shift
handover time).

D4-3: If the answer to D4-1 or D4-2 is “UNSAT”, does the operator have a YES YES
documented technical basis to show that they have reduced the risk NO NO
associated with controller fatigue? x | N/A

D4-4: Does the operator have a formal system to document all scheduledand | x | SAT X | SAT
unscheduled HOS worked, including overtime and time spent UNSAT UNSAT
performing duties for the operator other than control room duties?

Observed
e FAQD.O2. X | Records
e Inits HOS tabulation, an operator must account for all time an x | Interview

individual works for the company, even if in a non-controller
status. It is realistic to assume overtime does occur, but the
operator must factor in this time as well.

e Assure compliance with HOS limits for on-call controllers who are
called to work on an unscheduled basis.

e  Operators who have supervisors or alternate controllers that are
fully qualified as controllers and are used to substitute when
needed must have a means to track the hours worked by these
individuals, as well.

e  Substitute controllers are subject to the same HOS limits as
normally scheduled controllers, in order to assure they are not too
fatigued to assume controller duties. If such individuals are at risk
for fatigue and there are no better options for substitutes, the
operator must document and justify an emergency deviation that
includes a description of fatigue countermeasures implemented.

e  An operator must keep records such as timesheets or time cards
demonstrating that all controllers and qualified supervisors comply
with HOS limits.
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D4-5: For normal business hour type operations (i.e., five days per week), are SAT SAT The operator’s operations
no more than five days worked in succession before at least two days UNSAT UNSAT are 24/7.
off? N/A
Observed
e FAQD.O6. Records
Interview
D4-6: For normal business hour type operations (i.e., five days per week), is SAT SAT The operator’s operations
the shift start time no earlier than 6:00 a.m. and the shift end time no UNSAT UNSAT are 24/7.
later than 7:00 p.m.? N/A
Observed
e FAQD.06. Even with a relatively low-risk scenario, operators Records
should be aware that fatigue can still set in and should be vigilant Interview
of the potential for increased fatigue, and consider if
countermeasures are needed, especially during the 9th through
12th hour of 12 hour shifts. For day only work, this typically only
requires measures such as additional beaks throughout the day,
but operators should consider additional measures as needed
given the individual differences of its employees.
° FAQ D.05.
D4-7: For shifts longer than 8 hours, have specific fatigue countermeasures SAT SAT
been implemented for the 9™ and beyond hours? UNSAT UNSAT
N/A
e FAQD.05. Observed
e  The longer the shift extends beyond 8 hours, the mor